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Introduction

With the vicious terrorist attacks of Sept 11", America’s skyline and fiber were changed forever.
No longer shielded from evil by two great oceans, Americans find themselves vulnerable to
jackals that despise and threaten the very beliefs, values, and freedom we hold so dear. The
choice is simple; we can join as a nation in strength or cower as individuals in fear...we choose to
stand united.

In order to do our part, we in Louisiana must join with our fellow states and territories in this
national struggle. Together our efforts at home to effectively and efficiently employ available
resources will further enable the United States, as a nation, to commit needed national security
resources abroad. The root of this ability to establish priorities and employ resources is the
application of a strategy.

In July 2002, the United States published its first National Homeland Security Strategy with an
expressed purpose of mobilizing and organizing our Nation in order to secure the American
homeland from terrorist attacks. In pursuit of this very complex effort, the combined efforts of
federal, state, and local government, the private sector and the American people must be focused
and structured. This concept is the genesis of a National Homeland Security Strategy.

In an effort to positively contribute to the national effort, it is imperative that the State of Louisiana
formulate a Homeland Security Strategy of our own. Our State strategy must be one that is a
collaborative effort-merging the abilities, capabilities, and concerns at state and local levels-while
exercising a strategic model that is in concert with the national strategy. An analysis of the
correlation of National to State strategy is depicted below:

National VValues State Values

NEUT BRGNS State Interests

Strategic Appraisal Strategic Appraisal

CORRELATION
e =

National Policy ppammem-a  State Policy
Direct

e————

National StrateQy pamemg State Strategy .
In-Direct
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To be viable, Louisiana‘'s Homeland Security Strategy must be proactive and anticipatory. Our
strategy should provide direction for the use of Louisiana’s capabilities to achieve specified
objectives. Once finalized, the Louisiana Homeland Security Strategy will serve as the foundation
for implementing an overall coordinated effort to secure Louisiana. First, Louisiana’s Strategy will
provide direction to State government departments and agencies that have a role in Homeland
Security.  Next, through this Strategy, suggested steps that local governments, private
companies, organizations and individuals can take to improve our security can be expressed.
Third, a State Strategy should provide the framework for the contributions we all can make to
secure Louisiana and America. And finally, a well-developed Louisiana Strategy must support an
overall interconnected and complementary National Homeland Security Strategy.

Through this introduction we will outline Louisiana’s interests, our strategic objectives, and
elements of power-translated to State level application. As a state, Louisiana has interests that
are derived from our collective innate values and perceived purpose. Our perceived needs and
aspirations in relation to our environment are tied to our desired end states expressed through
identification of interests. Through formulation and application of a Homeland Security Strategy
the pursuit, protection, or advancement of these interests is put into practice. There are three
levels of interest intensity: 1) Vital, 2) Important, and 3) Peripheral.

The first category, Vital, refers to those interests that if unfulfiled will have immediate
consequences for the State. The Vital interests identified for Louisiana are:

o Life and well-being of residents and visitors
e Governmental bodies and their ability to govern
e Uninhibited critical physical infrastructure

Important interests are next in the hierarchal intensity of interests. If unfulfilled, important
interests will result in damage that will eventually affect critical Louisiana interests. Identified
Important interests include:

Stable critical cyber infrastructure
Economic stability

Unconstrained Special Security Events
Viability of Public/Private property
Enduring Key Assets

The last category in the intensity of interests is Peripheral. These interests will result in damage
that is unlikely to affect critical Louisiana interests if unfulfiled. The identified Peripheral
Louisiana interest is listed below:

¢ Life and property outside of Louisiana

Having identified the vital, important, and peripheral interests, the next step in the strategic
formulation process is the identification of: What is to be done? How is it to be done? What
resources are required to it in this manner? The answers to these strategic questions lead to the
identification of objectives, the formulation of concepts, and the allocation of resources.

Strategic objectives outline what is to be accomplished. If accomplished, objectives (ends)
create, or contribute to, the achievement of the desired end state and serve to the attainment of
our state interests. The prevailing Louisiana Strategic Objectives are identified as:

e Prevent terrorist attacks within Louisiana
e Reduce Louisiana’s vulnerability to terrorism
e Minimize the damage and recover from attacks that do occur
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Strategic concepts express how the objectives are to be accomplished. Our concepts (ways)
must be explicit enough to provide planning guidance to those who must implement and resource
them. Finally, in order to round out the strategic triad, the specific resources, or means, that will
be used in applying the concepts to accomplish the objectives must be identified. The resulting
dynamic of “ends, ways, means” conform to accepted strategic formulation techniques.

In the strategic formulation process, interests are pursued through the use of elements of power.
Elements of power are the resources used to advance, promote, or achieve state interests
elements of power include an extensive list of natural and social determinants. Natural
determinants include geography, population, and natural resources and are less impacted by the
external environment. However, social determinants can be defined and are adaptable for use in
strategic planning. The five social determinant elements of power, or resources, upon which
Louisiana can rely are: 1) Civil Authorities, 2) Economic, 3) Informational, 4) Governmental
Agents, 5) Private Sector/State healthcare and 6) Prepared Populace.

e As an element of power, Civil Authorities would encompass those elected/appointed
officials whose exercise of authority is vested by the citizenry. At each level of
government these include the Executive, Legislative, and Judicial branches.

e Next, application of the Economic element of power would include allocation of funds,
incentives, grants, and private industry infrastructure and its investments.

e Citizen morale and confidence, public information efforts, and dissemination of
information are applicable under the Informational element of power.

e Governmental Agents include those officials whose duties that are protective in nature.
The United States Homeland Security Strategy identifies the First Responder community
as: 1) Law Enforcement, Fire, Emergency Medical Services, Public Works, and
Emergency Management. Other Governmental Agents would include officials from State
Agencies, supporting Federal Agencies, and the military, primarily National Guard and
possible Department of Defense supporting components.

e Private Sector element of power relates to those critical infrastructure sites that are
privately held. On average, 85 percent of critical infrastructure is privately owned. Efforts
ongoing and initiatives to strengthen and further secure these sites are essential in their
viability. State healthcare consists of the over 200 public and private hospitals and other
acute and long term care facilities, medical societies, three schools of medicine, schools
of allied health, two schools of public health, and non governmental healthcare providers
that will be called upon to help prevent, mitigate, and respond to acts of terrorism and
preserve the lives and well beings of our citizens as outlined in vital interests above.

e The final element of power addressed is a Prepared Populace. Citizens in the form of
trained volunteers, disaster relief agencies are essential to this resource category.
Additionally, citizens that possess situational awareness and remain prepared for
emergencies are critical to overall family and community preparedness.

The organization of this strategy is closely aligned with the National Homeland Security Strategy.
This structured approach effectively addresses the critical organization issues, mission areas and
future initiatives.

Driven by innovation, enterprise and invention, today we are faced with a challenge that tears at
the fiber that made us great—our national confidence. However, the collaborative development of
a Louisiana Homeland Security Strategy will unify our efforts and thereby further strengthen our
great country.
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Threat and Vulnerability

Government has no higher purpose than to ensure the security of our people and preserve our
democratic way of life. Terrorism directly threatens the foundations of our Nation—our people, our
democratic way of life, and our economic prosperity. In the war on terrorism, as in all wars, the
more we know about our enemy, the better able we are to defeat that enemy. The more we know
about our vulnerability, the better able we are to protect ourselves.

One fact dominates all homeland security
threat assessments: terrorists are strategic
actors. They choose their targets
deliberately based on the weaknesses they
observe in our defenses and our
preparations. They can balance the
difficulty in successfully executing a
particular attack against the magnitude of
loss it might cause. They can monitor our
media and listen to our policymakers as our
Nation discusses how to protect itself—and
adjust their plans accordingly. Where we
insulate ourselves from one form of attack,
they can shift and focus on another
exposed vulnerability.

We remain a Nation at war. Even as we
experience success in the war on terrorism,
the antipathy of our enemies may well be
increasing, and new enemies may emerge.
The United States and Louisiana will
confront the threat of terrorism for the
foreseeable future.

Our Free Society Is Inherently Vulnerable

The American people and way of life are the primary targets of our enemy, and our highest
protective priority. Our population and way of life are the source of our Nation’s great strength, but
also a source of inherent vulnerability.

Our population is large, diverse, and highly mobile, allowing terrorists to hide within our midst.
Americans congregate at schools, sporting arenas, malls, concert halls, office buildings, high-rise
residences, and places of worship, presenting targets with the potential for many casualties.
Much of America lives in densely populated urban areas, making our major cities conspicuous
targets. Americans subsist on the produce of farms in rural areas nationwide, making our
heartland a potential target for agro-terrorism.

OUR WAY OF LIFE
The responsibility of our government extends beyond the physical well-being of the American

people. We must also safeguard our way of life, which involves five key elements: democracy,
liberties, security, economics, and culture.
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Democracy — Our way of life is both defined and protected by our democratic political system. It
is a system anchored by the Constitution, which established a republic characterized by
significant limits on governmental power through a system of checks and balances, a distribution
of state and federal rights, and an affirmation of the rights and freedoms of individuals. Our
democratic political system is trans-parent and accessible to the populace. It requires that all
actions adhere to the rule of law. And it relies on the stability and continuity of our government,
which is ensured by constitutionally prescribed procedures and powers.

Liberties — Liberty and freedom are fundamental to our way of life. Freedom of expression,
freedom of religion, freedom of movement, property rights, freedom from unlawful
discrimination—these are all rights we are guaranteed as Americans, and rights we will fight to
protect. Many have fought and died in order to establish and protect these rights; we will not
relinquish them.

Security — Our federal system was born, in part, out of a need to “provide for the common
defense.” Americans have enjoyed great security from external threats, with no hostile powers
adjacent to our borders and insulated from attack by two vast oceans. Our approach to security
has had both external and internal dimensions. Externally, the United States has over the course
of the past six decades sought to shape the international environment through strong global
political, economic, military, and cultural engagement. Internally, we have relied primarily on law
enforcement and the justice system to provide for domestic peace and order.

Economy — Our country’s economy is based on a free market system predicated on private
ownership of property and freedom of contract, with limited government intervention. We ask our
able population to work for their individual prosperity, as our government ensures that all have
equal access to the marketplace. Our formula for prosperity is one that has succeeded: we are
the most prosperous Nation in the world.

Culture — America, and especially Louisiana, is an open, welcoming, pluralistic, diverse society
that engages in dialogue rather than the dogmatic enforcement of any one set of values or ideas.
Our culture is also characterized by compassion and strong civic engagement.

The Means of Attack

Terrorism is not so much a system of belief, like fascism or communism, as it is a strategy and a
tactic— a means of attack. In this war on terrorism, we must defend ourselves against a wide
range of means and methods of attack. Our enemies are working to obtain chemical, biological,
radiological, and nuclear weapons for the stated purpose of killing vast numbers of Americans.
Terrorists continue to employ conventional means of attack, such as bombs and guns. At the
same time, they are gaining expertise in less traditional means, such as cyber attacks. Lastly, as
we saw on September 11, our terrorist enemies are constantly seeking new tactics or unexpected
ways to carry out their attacks and magnify their effects.

Weapons of Mass Destruction — The knowledge, technology, and materials needed to build
weapons of mass destruction are spreading. These capabilities have never been more accessible
and the trends are not in our favor. If our terrorist enemies acquire these weapons and the means
to deliver them, they are likely to try to use them, with potential consequences far more
devastating than those we suffered on September 11. Terrorists may conceivably steal or obtain
weapons of mass destruction, weapons-usable fissile material, or related technology from states
with such capabilities. Several state sponsors of terrorism already possess or are working to
develop weapons of mass destruction, and could provide material or technical support to terrorist
groups.
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Chemical weapons are extremely lethal and capable of producing tens of thousands of
casualties. They are also relatively
easy to manufacture, using basic
equipment, trained personnel, and
precursor materials that often have
legitimate dual uses. As the 1995
Tokyo subway attack revealed, even
sophisticated nerve agents are within
the reach of terrorist groups.

Biological weapons, which release
large quantities of living, disease-
causing microorganisms, have
extraordinary lethal potential. Like
chemical weapons, biological weapons
are relatively easy to manufacture,
requiring  straightforward  technical
skills, basic equipment, and a seed
stock of pathogenic microorganisms.
Biological weapons are especially
dangerous because we may not know immediately that we have been attacked, allowing an
infectious agent time to spread. Moreover, biological agents can serve as a means of attack
against humans as well as livestock and crops, inflicting casualties as well as economic damage.

Radiological weapons, or “dirty bombs,” combine radioactive material with conventional
explosives. They can cause widespread disruption and fear, particularly in heavily populated
areas. Nuclear weapons have enormous destructive potential. Terrorists who seek to develop a
nuclear weapon must overcome two formidable challenges. First, acquiring or refining a sufficient
guantity of fissile material is very difficult—though not impossible. Second, manufacturing a
workable weapon requires a very high degree of technical capability—though terrorists could
feasibly assemble the simplest type of nuclear device. To get around these significant though not
insurmountable challenges, terrorists could seek to steal or purchase a nuclear weapon.

Conventional Means — While we must prepare for attacks that employ the most destructive
weapons, we must also defend against the tactics that terrorists employ most frequently.
Terrorists, both domestic and international, continue to use traditional methods of violence and
destruction to inflict harm and spread fear. They have used knives, guns, and bombs to kill the
innocent. They have taken hostages and spread propaganda. Given the low expense, ready
availability of materials, and relatively high chance for successful execution, terrorists will
continue to make use of conventional attacks.

Cyber Attacks — Terrorists may seek to cause widespread disruption and damage, including
casualties, by attacking our electronic and computer networks, which are linked to other critical
infrastructures such as our energy, financial, and securities networks. Terrorist groups are
already exploiting new information technology and the Internet to plan attacks, raise funds,
spread propaganda, collect information, and communicate securely. As terrorists further develop
their technical capabilities and become more familiar with potential targets, cyber attacks will
become an increasingly significant threat.

New or Unexpected Tactics — Our terrorist enemies are constantly seeking new tactics or
unexpected ways to carry out attacks. They are continuously trying to find new areas of
vulnerability and apply lessons learned from past operations in order to achieve surprise and
maximize the destructive effect of their next attack. Our society presents an almost infinite array
of potential targets, allowing for an enormously wide range of potential attack methods.
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The Terrorists

Our enemies seek to remain invisible, lurking in the shadows. We are taking aggressive action to
uncover individuals and groups engaged in terrorist activity, but often we will not know who our
enemy is by name until after they have attempted to attack us. Therefore, we must uncover more
than just the identities of our enemy. We need to analyze the characteristics shared by terrorists
to help us understand where our enemies are weak and where they are strong.

Terrorists and Their Tactical Advantages — Terrorists enjoy certain tactical advantages. They
are able to choose the time, place, and method of their attacks. As we reduce our vulnerabilities
in one area, they can alter their plans and pursue more exposed targets. They are able to
patiently plan their attacks for months and years. Plans are undoubtedly underway today by
terrorist cells that we have not yet eliminated.

Terrorists also exploit the advantage of relative anonymity. They hide throughout the world, using
the cover of innocent civilians as a shield. Weak states will remain susceptible to terrorist groups
seeking safe haven, and may even cooperate with or actively support terrorists.

Known Terrorist Groups — Al-Qaeda remains America’s most immediate and serious threat
despite our success in disrupting its network in Afghanistan and elsewhere. While we have
captured or killed hundreds of Al-Qaeda operatives, many remain at large, including leaders
working to reconstitute the organization and resume its operations. Al-Qaeda operatives and cells
will continue to plan attacks against high-profile landmarks and critical infrastructure at home and
against targets in Europe, the Middle East, Africa, and Southeast Asia. Those attacks may use
both conventional and unconventional means in an effort to create as much destruction and kill as
many people as possible.

Al-Qaeda is part of a dangerous trend toward sophisticated terrorist networks spread across
many countries, linked together by information technology, enabled by far-flung networks of
financial and ideological supporters, and operating in a highly decentralized manner. Unlike
traditional adversaries, these terrorist networks have no single “center of gravity” whose
destruction would entail the defeat of the entire organization. While we have denied Afghanistan
as a safe haven for Al-Qaeda, unrest in politically unstable regions will continue to create an
environment conducive to terrorism and capable of providing sanctuary to terrorist groups.
Moreover, an unknown number of terrorist cells operate from within Western democracies, where
the safeguarding of civil liberties protects them as well as their potential victims.

Al-Qaeda is only part of a broader threat that
includes other international terrorist
organizations with the will and capability to
attack the United States. The most dangerous
of these groups are associated with religious
extremist movements in the Middle East and
South Asia. Until September 11, Hezbollah
was responsible for more American deaths
than all other terrorist groups combined,
including those killed in the 1983 bombing of
the U.S. Marine Corps barracks in Lebanon.
Hezbollah has never carried out an attack
within the United States, but could do so if the
situation in the Middle East worsens or the
group feels threatened by U.S. actions. Other
terrorist groups, from Hamas to the Real Irish Republican Army, have supporters in the United
States. To date, most of these groups have largely limited their activities in the United States to
fundraising, recruiting, and low-level intelligence, but many are capable of carrying out terrorist
acts within the United States.
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Terrorist groups also include domestic organizations. The 1995 bombing of the Murrah Federal
Building in Oklahoma City highlights the threat of domestic terrorist acts designed to achieve
mass casualties. The U.S. government averted seven planned terrorist acts in 1999—two were
potentially large-scale, high-casualty attacks being organized by domestic extremist groups. Both
domestic terrorist groups (such as the National Alliance, the Aryan Nation, and the extremist
Puerto Rican separatist group Los Macheteros) and special interest extremist groups continue to
pose a threat to the peace and stability of our country.

SUMMARY

With its numerous ports, petro-chemical & agricultural industry and multi-ethnic population,
Louisiana is a particularly vulnerable state. The sheer volume of materials imported and exported
through our ports, river infrastructure, railroads and interstate highways offers a significant
challenge to control and monitor. This difficulty, along with the potential economic and social
impacts across the national and global economy, makes the threat to Louisiana extremely high.
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Organizing for a Secure Homeland

The tactics of modern terrorists are unbounded by the traditional rules of warfare. Terrorists
transform objects of daily life into weapons, bringing death and destruction on unsuspecting
civilians. Defeating this enemy requires a focused and organized response. The President of the
United States took a critical step by creating the Department of Homeland Security. The creation
of the Department, the most significant reorganization of the federal government in more than a
half-century, will give the United States a foundation for our efforts to secure the homeland. The
Department would serve as the unifying core of the vast national network of organizations and
institutions involved in homeland security. The Governor of Louisiana has undertaken similar
steps to organize a secure Louisiana by creating a Louisiana Domestic Terrorism Advisory
Council and directing the establishment of a Homeland Security Division under the Office of
Emergency Preparedness.

American Federalism and Homeland Security

American democracy is rooted in the precepts of federalism—a system of government in which
our state and local governments share power with federal institutions. Our structure of
overlapping federal, state, and local governance—the United States has more than 87,000
different jurisdictions—provides unique opportunities and challenges. The opportunity comes from
the expertise and commitment of local agencies and organizations involved in homeland security.
The challenge is to develop complementary systems that avoid duplication and ensure the threat
is met. To meet the terrorist threat, we must increase collaboration and coordination—in law
enforcement and prevention, emergency response and recovery, policy development and
implementation—so that public and private resources are better aligned to secure the homeland.

Louisiana Citizens

All of us have a key role to play in America’s war on terrorism. Terrorists may live and travel
among us and attack our homes and our places of business, governance, and recreation. In order
to defeat an enemy who uses our very way of life as a weapon—who takes advantage of our
freedoms and liberties—every American must be willing to do his or her part to protect our
homeland. Since September 11, thousands of individuals have stepped forward to ask, “What can
| do to help?” The President launched Citizen Corps
LDUI’SJ’ANA J in January 2002 to help channel this volunteerism,
and Louisiana has signed in support. As part of
C! Izen*cor S Citizen Corps, the Federal Emergency Management
p Agency’s Community Emergency Response Team
program trains volunteers to support our first
responders by providing immediate help to victims and by organizing volunteers at disaster sites.
Citizen Corps is expanding the Neighborhood Watch Program to incorporate terrorism prevention
and education into its existing crime prevention mission. Volunteers in Police Service will
encourage the use of civilian volunteers to support resource-constrained police departments. The
Medical Reserve Corps will provide communities with medical volunteers—both active and
retired—who can assist health care professionals during a large-scale local emergency. Finally in
Louisiana, the Department of Public Safety, U.S Coast Guard, local governments and river
transportation entities have signed up for the “RiverWatch” program which ensures the
Mississippi River and related waterways have similar protection.
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Private Sector

Given our traditions of limited government, the American private sector provides most of our
goods and services. Private companies are a key source of new ideas and innovative
technologies that will enable us to triumph over the terrorist threat. Particularly in Louisiana, the
private sector also owns the vast majority of our critical infrastructure. It includes crucial systems
such as the oil and petrochemical infrastructure, agricultural and food distribution, utility
companies and transportation system. The private sector also includes many of our academic
institutions and a host of scientific, medical, engineering, and technological research facilities.

A close partnership between the government and private sector is essential to ensuring that
existing vulnerabilities to terrorism in our critical infrastructure are identified and eliminated as
quickly as possible. Towards that goal, the Louisiana Office of Homeland Security and
Emergency Preparedness is working closely with the private sector to conduct risk assessments,
determine security vulnerabilities and counter-measures and develop contingency plans for state
assistance. The internalization of these costs is not only a matter of sound corporate governance
and good corporate citizenship but also an essential safeguard of economic assets for
shareholders, employees, and the Nation.

Local Governments

Parish, municipal, and local governments fund and operate the emergency services that would
respond in the event of a terrorist attack. Ultimately, all manmade and natural disasters are local
events—uwith local units being the first to respond and the last to leave. Since September 11,
Louisiana has capitalized upon its excellent and tested system of state and local parish offices of
emergency preparedness. The system developed in Louisiana to respond to natural disasters
has worked seamlessly in countering terrorism and sharing information and resources to combat
potential threats. This coordination and cooperation among local and state entities minimizes
redundancies in homeland security actions and ensure integration of efforts.

In Louisiana, there are four metropolitan areas that have a large enough population to qualify for
Federal Grants that were established prior to the tragic events of September 11™ 2001. The
grants were awarded to New Orleans, Metairie, Baton Rouge and Shreveport. These cities
received approximately $800,000 to purchase personal protective equipment, decontamination
equipment, detection equipment and medical supplies to increase their capabilities in responding
to a WMD event. These four cities currently have the greatest response capability in the state
and will serve as the bedrock of any response to a WMD event.

State Government

The Governor's most important job is to protect the people of Louisiana.

To do so, he relies on the state departments and agencies, particularly
the Department of Public Safety, the Office of Homeland Security and
Emergency Preparedness and the Military Department.

Department of Public Safety — The Louisiana State Police is the lead
law enforcement agency for Louisiana. The State Police has adopted
the unified incident management system that coordinates the efforts of
fire, emergency medical, hazardous materials response services, and law
enforcement in a unified structure to support incident commanders. The LSP




LOUISIANA HOMELAND SECURITY STRATEGY

will be the lead state agency and provide the incident commander in response to a WMD event.

The Louisiana State Police have one Emergency Response Team structured under the
Emergency Services Division of the Transportation and Environmental Safety Section (TESS).
The unit consists of 24 highly trained personnel equipped to provide a Level A response, upon
the request of local authorities. The HAZMAT Section also directs trained State Police personnel
who conduct inspections of all transports entering the State of Louisiana.

The Louisiana State Police have an Explosives Ordinance Detachment (EOD) consisting of 12
highly trained personnel that can be readily deployed anywhere in the State. The Bomb Squad
deals with explosives, improvised explosives, and shock sensitive and suspect explosive devices.
The Bomb Squad is required to maintain trained personnel, meet FBI bomb squad qualification
and training criteria, and possess a specified minimum amount of equipment including X-ray,
bomb suit, and transport capabilities. LSP has also taken the lead in administering the Domestic
Preparedness First Responders Equipment Grant (administered through the Department of
Justice’s Office of Domestic Preparedness). The State has been awarded $3.5 million to assist
first responders in the purchase of personal protection equipment, decontamination equipment,
detection equipment and communications equipment. First responders in one of the seven safety
disciplines (fire, public health, emergency medical services, hazmat, law enforcement agencies,
public works, and office of emergency management) were eligible to apply for the grants. Each
Parish was required to complete a Threat Vulnerability Assessment and a 3-year plan on the
purchasing of equipment, identification of training, and the conduction of exercises. LSP, along
with LOEP, has taken this information and compiled it into a Louisiana 3-Year strategy for the
implementation of the program. Following September 11™, 2001, an additional $5.2 million has
been made available for the continued implementation of the program.

Louisiana Office of Homeland Security and Emergency Preparedness/Division of
Operations & Homeland Security — The Director of LHS/EP serves as the states single point-of-
contact for Homeland Security Matters. In response to this appointment, LOEP has implemented

several programs to better position the state and
Q2

agency to deal with terrorism related events. LHS/EP
has reorganized in order to better be able to prepare for
-
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and respond to a WMD event. Under the new
\ DL Z

organization, the responsibilities of Homeland Security
were added to the Operations divisions. A 24-hour
Homeland Security Situation Cell was created to serve
as a bridge to disseminate information between
Federal, State and local entities and to monitor the
day-to-day capabilities of all state agencies and critical
infrastructure.

3

LHS/EP is continuing its traditional role in plans, training
and exercise but is emphasizing WMD related events

in addition to natural disasters. LHS/EP has taken the lead on administering planning money to
local jurisdiction to develop and enhance current terrorism strategies. The agency is also taking
an active part in coordinating multi-agency and multi-jurisdictional exercises.

LHS/EP, along with the Louisiana Military Department, has implemented a Critical Infrastructure
Protection Plan to augment current security and assist facilities deemed critical to the nation and
state in reducing their vulnerabilities. The program consists of establishing a critical infrastructure
list for the state, establishing a dialogue with those facilities and assisting them in developing a
plan to augment current security forces in place. Information is also gathered on each site to
ensure all means of communications are available and an understanding is recorded of why each
site is critical to the nation and/or state.



LOUISIANA HOMELAND SECURITY STRATEGY

Finally, LHS/EP has been actively involved in the administering of several terrorism-related grants

to include:

State Military Department — The Military Department

Department of Justice FY 1999 County and Municipal Domestic Preparedness
Program (Nunn-Lugar-Domenici Grant) — This program provided $1.15 Million for
jurisdictions located in Louisiana to purchase specialized equipment to enhance the
capability of emergency services personnel to respond to incidents of WMD
terrorism. The four jurisdictions to receive this money were New Orleans, Metairie,
Shreveport, and Baton Rouge.

Federal Emergency Management Agency (FEMA) — FEMA provided funding to
Louisiana through the Terrorism Consequence Management Preparedness
Assistance (TCMPA) program. These funds are to be used for projects and programs
that develop and improve the capabilities of the State and political subdivisions to
prepare for, respond to, and recover from acts of terrorism involving WMD. For
example, FEMA guidelines allow states to use a portion of the TCMPA funding to pay
salaries, benefits, and other expenses of emergency management personnel
assigned exclusively to implement these preparedness activities. Preparedness
activities should ensure that emergency management organizations throughout a
state are capable of responding to, and managing consequences of terrorist
incidents.

Metropolitan Medical Response System (MMRS) — Louisiana received a total of $2.2
million from the U.S. Public Health Service/Office of Emergency Preparedness. The
purpose of these monies is to support cities, through the MMRS group, in addressing
the health and medical consequences of terrorism involving a WMD. The funding is
intended to provide personal protective equipment for emergency medical
responders, decontamination equipment for responders, hospitals, and clinics,
pharmaceuticals for emergency stockpiles, and training. The four jurisdictions to
receive this money were New Orleans, Metairie, Shreveport, and Baton Rouge.
FEMA Planning Grant — Monies to assist in a) planning b) EOC upgrades, and c)
Citizen Corps. The planning grant Provide for consequence management planning
that will enhance the State’s—and it's political subdivisions'—ability to prepare for,
respond to, and recover from all hazards with emphasis on WMD terrorism
preparedness. The purpose of the EOC grant is to identify improvements to the State
EOCs, which are needed to reduce vulnerability of and risks to the facility and
improve the survivability, security, interoperability, sustainability, and operatlonal
capabilities of the EOC. The Goal of the
Citizen Corp grant is to form a State
Citizens Corps Council to provide
statewide planning and guidance for
Citizens Corps activities. Assist in the
establishment and support of new and
existing local Citizens Corps Councils to
promote community preparedness, family
safety, and homeland security through
public outreach, education, and new and
existing volunteer organizations.

contributes to homeland security through its homeland
defense operations, support to civil authorities, and
emergency response  abiliies. The  Military
Department provides unique capabilities that other
agencies do not have. The Military Department is
managed by the Adjutant General (the state’s point-of-
contact for Homeland Security) who oversees three
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departments that have a direct involvement in the states implementation of homeland security
mitigation efforts. These departments include the Louisiana Army National Guard, the Louisiana
Air National Guard, and the Louisiana Office of Homeland Security and Emergency
Preparedness.

The Military Department’s major instrument in response to any terrorism related event is the 62"
Civil Support Team. The 62™ Civil Support Team (WMD) has the mission of assessing a
suspected nuclear, biological, chemical, or radiological event in support of the local incident
commander. The CST also advises civilian responders of appropriate actions, and facilitates
requests for assistance to expedite arrival of additional State and federal assets to save lives,
prevent human suffering, and mitigate great property damage. In addition, the 62" CST has
implemented an outreach program where it has traveled around the state to train first responders
on responding to a WMD event.

In order to enable better response to a terrorist threat, the Adjutant General has increased the
states capabilities by organizing two elements to assist the state in providing manpower and
resources. A new Louisiana National Guard Special Reaction Team (SRT) has been formed to
provide the state with a readily available resource to enhance the protection of critical
infrastructure and assist state and local law enforcement. The SRT consists of four 25-personnel
teams with specialized training in law enforcement. The team has the capability to react on four
hours notice after initial notification of deployment. The teams operate on a red, amber, green
status, with two teams always available.

In addition to the SRT, the Adjutant General has created eleven 125-personnel Ready Reaction
Force (RRF) Teams. The teams are spread across nine metropolitan areas to give the state an
additional resource and manpower to respond to large scale threats or terrorist events. The
RRFs are fully equipped with communications, internal transportation, equipment and weapons
with a response time of 3 hours.

The Louisiana Air National
Guard has been actively
involved in Homeland
Security measures since
September 11, 2001. On
that day, the 159" Fighter
Wind provided an air escort
to Air Force One as the
President of the United
States made his was back
to Washington D.C. Since
September 11", the 159"
Fighter Wing continues to
conduct air combat patrols
over Louisiana and other
Southern states.

Finally, the Military
Department has established
a full-time Intelligence
capability and is working closely with the Louisiana State Police in providing intelligence updates
to appropriate law enforcement personnel. The Military Department will attach one full-time
personnel to work side-by-side with the Louisiana State Police to facilitate the sharing of
information between the two agencies. In addition, the new Intelligence cell will publish a weekly
terrorism summary.
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Department of Public Health and Hospitals — LDHH has formed the Hospital Bio-terrorism
Advisory Committee. The committee serves to advise the Department of Health and Hospitals
and the State Health Officer Jimmy Guidry, M.D. The Hospital Bio-terrorism Advisory Committee
will work to develop a Hospital Model Plan that is JCAHO compliant to ensure that all systems
within a hospital can interface quickly for mobilization. = The following programs have been
initiated by LDHH.

State Medical Assessment Team — The State Medical Assessment Team deploys to provide
on-site guidance. The team responds on-site along with HAZMAT and other emergency
responders to emergencies requiring protection of community health. Pending the hiring of a
physician to head the team, the Louisiana Office of Public Health (OPH) Regional Medical
Directors have been identified to provide stress consultation to the emergency responders.

Public Health Emergency Response Program (PHERP) — PHERP was established in October
2001 to address the need to coordinate the intra- and inter-agency Public Health emergency
response in Louisiana using a qualified, interdisciplinary team approach. The public health
system follows internal/external communication protocols established in the State public health
bio-terrorism preparedness plan to respond to threats of bio-terrorism and other emergencies.
OPH notifies the Louisiana Office of Emergency Preparedness, local public health agencies,
LDHH management, the Regional U.S. Public Health Service Office, the CDC, and the FBI in
response to threats of bio-terrorism or unexplained illness. The OPH Emergency Response Plan
has been integrated into the State’s Disaster Preparedness Plan.

Public Health response to bio-terrorism involves detection as a result of surveillance and tracking
suspicious infections. This includes Epidemiological investigation, case finding and laboratory
identification. Goals are achieved by coordinating assistance to local health departments,
provision of workshop scenarios and regular training for Public/private sector including infectious
diseases, bio-terrorism agents, incident identification, handling and aftermath. It requires the
mobilization of a response force for detection, immunization, medication delivery or other
hands-on control techniques depending on the situation. In addition, standards are in place to
design, operate, maintain, and monitor water systems on a regular basis to protect the public’s
health. Louisiana receives regular communications from the FBI's National Infrastructure
Protection Center and is kept well informed of any potential threats to our drinking water systems.

PHERP coordinates the development of electronic networks, databases and information systems
for widespread health alerts including provision of feedback loops to responders and reporting
parties. The program also coordinates development of system and capacity at local level for rapid
communication among federal, State and local health agencies, including high-speed Internet
access, satellite distance-learning capability, and videoconferencing.

An important role for PHERP is to communicate widely with professionals and the public to
ensure accurate, complete, and up to date information is available. PHERP also assures access
to OPH around the clock through an emergency operations number that provides information,
advice, and support assistance to citizens of Louisiana. The PHERP works to enhance physical
security at Public Health facilities and to accumulate and maintain an inventory of pharmaceutical
supplies.

To enhance local and State response capabilities the Centers for Disease Control and Prevention
maintain the National Pharmaceutical Stockpile (NPS) that includes eight “push-packages” of
vaccine and/or antibiotics and antivirals at strategic, undisclosed locations around the country.
These push packages will be delivered within 12 hours of a federal decision to approve the
Governor's request for the NPS. If the NPS is needed, OPH will receive the push-packages and
administer and manage the mass distribution of pharmaceuticals on a 24 hours a day, 7 days a
week basis.
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OPH is currently enhancing its infrastructure to provide rapid regional response team coverage in
all geographical regions of the State. The PHERP Response Team development includes:

Advanced On-site Assessment,
Epidemiological Response and Surveillance,
Medical Assessment,

In-Place Decontamination Team,

Biological Augmentation,

Chemical Augmentation,

Pharmaceutical Augmentation,
Administrative Support/Augmentation,
Environmental Health Augmentation,
Immunization,

Communications Enhancement and Mental Health Teams, and
Public Affairs Officials.

Bio-terrorism Advisory Committee — Within LDHH, the Louisiana Office of Public Health has
established the Bio-terrorism Advisory Committee as a collaborative and unified body, the
committee convenes at the discretion of the State Public Health Assistant Secretary and/or the
Public Health Bio-terrorism Preparedness and Emergency Response Director to advise on
matters pertinent to bio-terrorism, outbreaks of infectious disease and other emergent health
threats. The Mission Statement of this advisory committee is: Build an integrated network of
health care, laboratory and emergency response capacities that enables and empowers
Louisiana’s public health infrastructure to rapidly identify and counter a bio-terrorist incident or
other emergent health threat. The committee serves to advise and assist the Office of Public
Health in:

e Addressing and assessing the State health department’s capacity to respond to a
terrorist attack.

e Developing and reviewing emergency plans and procedures at the State, regional,
and community level that might apply to a terrorism event.

e |dentifying resources such as poison control centers, media, information and
communication systems, and subject matter experts that could play a role in a public
health response to a terrorist event.

o |dentifying capacities of the local and State public health workforce to determine their
preparedness and training needs.

e |dentifying national and state level education and training curriculum relevant to bio-
terrorism preparedness and response.

e Ensuring that Public Health’s regional and local units are active members of
appropriate multi-agency bio-terrorism task forces, advisory councils, and community
planning teams.

e Providing ongoing training, programmatic and technical assistance in planning and
exercise development to enhance preparedness at the local/Parish department level
for response to acts of chemical or biological terrorism.

e Establishing communications working groups to ensure Office of Public Health, State
Police, Office of Emergency Preparedness, National Guard, EMS, and hospital's
have integrated and seamless communications infrastructure.

e Ensuring enroliment and participation of emergency response agencies in the Health
Alert Network.

e Ensuring hospital emergency rooms, laboratories, infection control practitioners,
physicians, coroners, veterinarians, and other infectious disease surveillance and
reporting agencies are part of the Louisiana Public Health Bio-terrorism
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Preparedness Network and have the equipment and internet capabilities needed to
report and receive pertinent information.

e Organizing working groups and planning committees to address specific bio-terrorism
preparedness and response related issues.

e Developing chains of command and structural interfaces that enable emergency
response agencies to function in an integrated and seamless fashion during a bio-
terrorism event, disease outbreak, or other emergent health threat.

¢ Defining and standardizing agency roles and responsibilities for responding to a bio-
terrorist event, disease outbreak, or other emergent health threat.

Bio-terrorism Surveillance and Epidemiology Committee — The LDHH/OPH Bio-terrorism
Surveillance and Epidemiology Committee, composed of state
epidemiologists provides the state with comprehensive public
health surveillance and epidemiology plans for early
identification of potential biological terrorism events. The
committee provides the data to OPH who works with other state
and federal agencies, key partners and liaisons with CDC to
ensure a coordinated response to an emergency.

CDC Bio-terrorism Initiatives for  Public  Health
Preparedness and Response — OPH/LDHH has received
$14.949 Million in continuation funding from the Centers for
Disease Control (CDC) for initiatives for public health
preparedness and response for bio-terrorism. The funding is provided for the seven areas listed
below.

TABLE 1. — CDC Funding for Public Health Bio-terrorism Initiatives

Initiative Area Amount
Preparedness and Planning $2,989,829
Surveillance and Epidemiology $2,989,829
Laboratory Capacity: Biologics $1,943,389
Laboratory Capacity: Chemical $0.00
Health AIert'Network/ Communications $1.793,897
and Information Technology

Risk  Communication &  Health

Information Dissemination $747,457
Education and Training $1,494,915
First Allocation $2,989,829
Total $14,949,145.00

Health Resources and Services Administration (HRSA) — LDHH has also applied to Health
Resources and Services Administration (HRSA) for approximately $1.9 million in funding for
hospital preparedness for bio-terrorism. This will allow LDHH to integrate the capabilities of
contiguous communities and jurisdictions as well as State and national assets into response
planning. LDHH will develop a plan to interface with Level | Trauma systems and MMRS
programs. LDHH is an active participant in the MMRS organization and works closely with
LHS/EP in developing plans and procedures for emergency medical response.

Metropolitan Medical Response System (MMRS) — Louisiana received a total of $2.2 million
from the U.S. Public Health Service/Office of Emergency Preparedness. The purpose of these
monies is to support cities, through the MMRS group, in addressing the health and medical
consequences of terrorism involving a WMD. The funding is intended to provide personal
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protective equipment for emergency medical responders, decontamination equipment for
responders, hospitals, and clinics, pharmaceuticals for emergency stockpiles, and training. The
four jurisdictions to receive this money were New Orleans, Metairie, Shreveport, and Baton
Rouge.

Other State Departments and Agencies — Many other government departments and agencies
support homeland security as part of their overall mission. The Department of Agriculture has
important homeland security responsibilities for preventing agro-terrorism. The Louisiana
Department of Agriculture was awarded $938,642 to support critical efforts to strengthen the food
supply infrastructure. The money is available for the following four areas:

¢ Animal Disease Surveillance $35,530
e Animal Disease Response $103,112
e Plant, Pest and Disease Detection $50,000
e Rapid Detection and Diagnostic Network $750,000

In addition to the Department of Health and Hospitals other programs, the EPA has awarded
DHH $90 million dollars to improve the safety and security of the Nation's water supply. The
funding is intended to reduce the vulnerability of water utilities to terrorist attacks and to enhance
their security and ability to respond to emergency situations. Funds of $115,000 per water
treatment plant have been allocated to provide direct support to publicly-owned drinking water
treatment utilities that regularly serve populations greater than 100,000. In Louisiana, the
following facilities have been awarded and have already received funding: 1) Lafayette Utilities
System 2) West Jefferson Water Treatment Facility 3) East Jefferson Water Treatment Facility 4)
Sewage and Water Board of New Orleans 5) The City of Shreveport Amiss Water Treatment
Plant.

Intergovernmental coordination — There is a vital need for cooperation between the federal,
state and local governments on a scale never before seen in the United States. Cooperation must
occur both horizontally (within each level of government) and vertically (among various levels of
government). In Louisiana, the Office of Homeland Security and Emergency Preparedness will
simplify the process by which the Governor, mayors, parish leaders and private industry interact
with government. Because of our federalist traditions and our large number of local governments,
the federal government must look to state governments to facilitate close coordination and
cooperation among all levels of government—federal, state, and local. The Louisiana Office of
Homeland Security and Emergency Preparedness provides a collaborative, cost-effective
structure for effectively communicating to all organizations and citizens. They streamline and
coordinate all federal, regional, and local programs and fit neatly into the regional emergency
response network and military Northern Command structure.

Regional Concept

In order to better posture ourselves for all hazards, we anticipate adopting a regional approach in
planning and preparing for and responding to incidents. The Department of Public Safety and the
Office of Public Health have previously adopted a regional approach for planning, preparation and
response. This regionalized approach will provide many tangible advantages.

Planning — Roughly aligned along State Police Troop areas, the implementation of a regional
concept will better enable Louisiana develop regional plans that best meet the capabilities and
unigue regional requirements. Each region will have a designated Regional Coordinator who will
facilitate the integration of Parish Emergency Plans into an overall Regional Emergency Plan.
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Preparation — Based upon the unique requirements and capabilities resident in each region,
tailored equipment packages can be developed and fielded. Training within these regions will
strengthen existing Mutual Aid agreements through training and exercises conducted. These
training and exercise events will foster heightened preparedness while strengthening habitual
relationships.

Response — Additionally, through regional response efforts mutual aid can become further relied
upon in times of incidents. Most importantly, anticipated increased response capabilities and
decreased response times will be gained via tiered response.

e Local response will be the initial responders and should further assess the incident.
If the scope of necessary response is beyond local capabilities then Regional assets
could be deployed.

o The Regional effort would be the next tier of a measured response and within two to
four hours provide the necessary resources to the incident scene.

e Based upon the scope of the incident the next tier, State Response, would further
support crisis management. These state resources would be available within four to
eight hours.

e The final level of a tiered response concept would be the involvement of Federal
Response resources. If necessary, these resources would be available on the
incident scene in eight to twenty-four hours.

10



Critical Mission Areas

The Louisiana Homeland Security Strategy aligns and focuses homeland security into six critical
mission areas: Intelligence and Warning, Border and Transportation Security, Domestic Counter-
Terrorism, Protecting Critical Infrastructure, Defending against Catastrophic Terrorism and
Emergency Preparedness and Response. These critical mission areas provide focus to our
efforts and establish clear responsibility and procedures for pro-active deterrence.

Intelligence and Warning — Terrorism depends on surprise. With it, a terrorist attack has the
potential to do massive damage to an unwitting and unprepared target. Without it, the terrorists
stand a good chance of being preempted by authorities, and even if they are not, the damage that
results from their attacks is likely to be less severe. Louisiana will take every necessary action to
avoid being surprised by another terrorist attack. We must have an intelligence and warning
system that can detect terrorist activity before it manifests itself in an attack so that proper
preemptive, preventive, and terrorism, as well as steps to deter and defeat terrorist activities. The
Louisiana Homeland Security Strategy identifies the following initiatives in this critical mission
area:

e Implement the Homeland Security Advisory System.
o Utilize “Dual-use” analysis to prevent attacks.
o Employ “Red-Team” techniques.

Border and Transportation Security — America historically has relied heavily on two vast
oceans and two friendly neighbors for border security, and on the private sector for most forms of
domestic transportation security. The increasing mobility and destructive potential of modern
terrorism has required the United States to rethink and renovate fundamentally its systems for
border and transportation security. Indeed, we must now begin to conceive of border security and
transportation security as fully integrated requirements because our domestic transportation
systems are inextricably intertwined with the global transport infrastructure. Virtually every
community in America is connected to the global transportation network by the seaports, airports,
highways, pipelines, railroads, and waterways that move people and goods into, within, and out of
the Nation. We must therefore promote the efficient and reliable flow of people, goods, and
services across borders, while preventing terrorists from using transportation conveyances or
systems to deliver implements of destruction. The Louisiana Homeland Security Strategy
identifies three initiatives in this critical mission area:

e Establish a systematic link between State Office of Emergency Preparedness, local
Parish Offices of Emergency Preparedness and the federal government in order to foster
cooperation and timely reporting of information.

e Increase inter-governmental and inter-private industry cooperation to facilitate continuous
threat assessment, identification of critical vulnerabilities and ensure prompt flow of
information and resources to support border and transportation security.

Domestic Counter-Terrorism — The attacks of September 11 and the catastrophic loss of life
and property that resulted have redefined the mission of federal, state, and local law enforcement
authorities. While law enforcement agencies will continue to investigate and prosecute criminal
activity, they should now assign priority to preventing and interdicting terrorist activity within
Louisiana. The state and local law enforcement officers will be critical in this effort. Louisiana will
use all legal means—both traditional and nontraditional—to identify, halt, and, where appropriate,
prosecute terrorists. We will pursue not only the individuals directly involved in terrorist activity but
also their sources of support: the people and organizations that knowingly fund the terrorists and
those that provide them with logistical assistance. Effectively reorienting law enforcement
organizations to focus on counterterrorism objectives requires decisive action in a number of



areas. The Louisiana Homeland Security Strategy identifies the following initiatives in this critical
mission area:

e Improve law enforcement coordination between federal, state and local law enforcement
agencies.
e Facilitate apprehension of potential terrorists.

Protecting Critical Infrastructure and Key Assets — Protection of critical infrastructure requires
a continuous function of identification, threat assessment, and contingency planning to identify
and protect local, state and national critical infrastructures. Our society and modern way of life are
dependent on networks of infrastructure—both physical networks such as our energy and
transportation systems and virtual networks such as the Internet. If terrorists attack one or more
pieces of our critical infrastructure, they may disrupt entire systems and cause significant damage
to the Nation. We must therefore improve protection of the individual pieces and interconnecting
systems that make up our critical infrastructure. Protecting Louisiana’s critical infrastructure and
key assets will not only make us more secure from terrorist attack, but will also reduce our
vulnerability to natural disasters, organized crime, and computer hackers. Louisiana’s critical
infrastructure encompasses a large number of sectors. Our government will seek to deny
terrorists the opportunity to inflict lasting harm by protecting the assets, systems, and functions
vital to our security, governance, public health and safety, economy, and national morale. The
Louisiana Homeland Security Strategy identifies the following six initiatives in this critical mission
area:

e Build and maintain a complete and accurate assessment of Louisiana’s critical
infrastructure and key assets.

Enable effective partnership with state and local governments and the private sector.
Develop a state infrastructure protection plan.

Securing cyberspace.

Harness the best analytic and modeling tools to develop effective protective solutions
Guard Louisiana’s critical infrastructure and key assets against “inside” threats.

Defending against Catastrophic Threats — Defense against catastrophic terrorism includes all
steps to prepare, train and respond to weapons of mass destruction or catastrophic damages.
The expertise, technology, and material needed to build the most deadly weapons known to
mankind—including chemical, biological, radiological, and nuclear weapons —are spreading
inexorably. If our enemies acquire these weapons, they are likely to try to use them. The
consequences of such an attack could be far more devastating than those we suffered on
September 11— a chemical, biological, radiological, or nuclear terrorist attack in the United
States could cause large numbers of casualties, mass psychological disruption, contamination
and significant economic damage, and could overwhelm local medical capabilities. Currently,
chemical, biological, radiological, and nuclear detection capabilities are modest and response
capabilities are dispersed throughout the country at every level of government. While current
arrangements have proven adequate for a variety of natural disasters and even the September
11 attacks, the threat of terrorist attacks using chemical, biological, radiological, and nuclear
weapons requires new approaches, a focused strategy, and a new organization. The Louisiana
Homeland Security Strategy identifies the following initiatives in this critical mission area:

e Detect chemical and biological materials and attacks.
e Harness the scientific knowledge and tools to counter terrorism.

Emergency Preparedness and Response — A multi-echelon response to mitigate and recover
from any attack, our state and local governments must be prepared for emergency responses to
any variety of natural and man-made disasters. We must prepare to minimize the damage and
recover from any future terrorist attacks that may occur despite our best efforts at prevention. An
effective response to a major terrorist incident—as well as a natural disaster—depends on being



prepared. Therefore, we need a comprehensive state wide system to bring together and
coordinate all necessary response assets quickly and effectively. We must plan, equip, train, and
exercise many different response units to mobilize without warning for any emergency. Many
pieces of this emergency response system are already in place. Louisiana’s first line of defense in
the aftermath of any terrorist attack is its first responder community—police officers, firefighters,
emergency medical providers, public works personnel, and emergency management officials. Our
state and local governments must ensure that all response personnel and organizations are
properly equipped, trained, and exercised to respond to all terrorist threats and attacks. Our
emergency preparedness and response efforts must also engage the private sector and our
citizens. The Louisiana Homeland Security Strategy identifies the following initiatives in this
critical mission area:

Integrate separate response plans into a single all-discipline incident management plan.
Adopt the national incident management system.

Improve tactical counterterrorist capabilities.

Enable seamless communication among all responders.

Prepare health care providers for catastrophic terrorism.

Prepare for chemical, biological, radiological, and nuclear decontamination.
Plan for military support to civil authorities.

Build the Citizen Corps.

Implement the First Responder Initiative within Louisiana.

Build a State multi-discipline training and evaluation system.

Enhance the victim support system.
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Intelligence and Warning

Terrorism depends on surprise. With it, a terrorist attack has the potential to do massive damage to an
unwitting and unprepared target. Without it, the terrorists stand a good chance of being thwarted by
authorities, and even if they are not, the damage from their attacks is likely to be less severe.

It follows that Louisiana must take every appropriate action to avoid being surprised by a terrorist attack.
To secure the state, we must have an intelligence and warning system that is capable of detecting
terrorist activity before it manifests itself in an attack so that proper preemptive, preventive, and protective
action can be taken.

Early warning of an impending terrorist attack is a difficult and complex mission. The indications of
terrorist intent are often ambiguous. Terrorists are able to infiltrate and move freely within democratic
countries making themselves effectively invisible against the backdrop of an enormously diverse and
mobile society. Efforts to gather intelligence on potential terrorist threats can affect the basic rights and
liberties of Louisiana citizens.

Moreover, the question of how to achieve early warning of terrorist threats is inseparable from the
guestion of what to do with some warning information once it is in hand. What preventive action should
be taken? What protective action should be taken? To whom should the information be provided on a
confidential basis? Should the public be informed and, if so, how and by whom? These very concrete
decisions can have life-or-death implications. Unfortunately, the ambiguous nature of most intelligence on
terrorist threats means that these decisions must often be made in conditions of great uncertainty.

Our intelligence and law enforcement community
must identify, collect, and analyze the new
observables that will enable us to better understand
emerging unconventional threats.

The Louisiana Strategy for Homeland Security
reflects the concept that intelligence and
information analysis is not a separate, stand-alone
activity but rather an integral component of our
State’s overall effort to protect against and reduce
our vulnerability to terrorism. The basic roles and
responsibilities in this Strategy are depicted in
Figure 1.

This framework recognizes four interrelated but distinct categories of intelligence and information
analysis, as well as three broad categories of actions that can follow from this analysis. The analytic
categories are as follows.

Tactical threat analysis — Actionable intelligence is essential for preventing acts of terrorism. The timely
and thorough analysis and dissemination of information about terrorists and their current and potential
activities allow the government to take immediate- and near-term action to disrupt and prevent terrorist
acts and to provide useful warning to specific targets, security and public safety professionals, or the
general population.

Strategic analysis of the enemy — Our law enforcement and homeland security agencies must have a
deep understanding of the organizations that may conduct terrorist attacks against Louisiana. Knowing
the identities, financial and political sources of support, motivation, goals, current and future capabilities,
and vulnerabilities of these organizations will assist us in preventing and preempting future attacks.
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Vulnerability assessments — Vulnerability assessments must be an integral part of the intelligence cycle
for homeland security issues. They allow planners to project the consequences of possible terrorist
attacks against specific facilities or different sectors of the economy or government. These projections
allow authorities to strengthen defenses against different threats. Such assessments are informed by the
use of tools such as computer modeling and analysis.

Threat-Vulnerability Integration — Mapping terrorist threats and capabilities—both current and future—
against specific facility and sectoral vulnerabilities will allow authorities to determine which organizations
pose the greatest threats and which facilities and sectors are most at risk. It will also allow planners to
develop thresholds for preemptive or protective action. Figure 1 also depicts three broad categories of
action that can result from this analysis.

Tactical Preventive Action — Analysis can, and must, be turned into action that prevents terrorists from
carrying out their plots. Louisiana has at its disposal numerous tools that allow for the disruption of
terrorist acts in Louisiana and the detention of the terrorists themselves. These tools can be deployed as
soon as the analysis uncovers evidence of terrorist planning. This analysis and assessment will help
support and enable the actions taken by the Louisiana government to prevent terrorism.

Warning and Protective Action - Inclusive and comprehensive analysis allows the government to take
protective action, and to warn appropriate sectors and the public. Defensive action will reduce the
potential effectiveness of an attack by prompting relevant sectors to implement security and incident
management plans. In addition, defensive action works as a deterrent to terrorists weighing the potential
effectiveness of their plans. Warnings allow entities and citizens to take appropriate actions to meet the
threat, including upgrading security levels in any affected sectors, activating emergency plans,
dispatching state and local law enforcement patrols, and increasing citizen awareness of certain activities.

Roles and Responsibilities of Homeland Security Information Analysis

Strategic Analysis

of Threat
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Tactical Threat Strategic Response Vulnerability
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Strategic Response (Policy) — We need to develop and create new capabilities specifically designed to
defeat the enemy of today and the enemy of the future. This immediate- and long-term strategic
capability building will be shaped through budgetary allocations, and will be informed by the careful
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analysis and assessment of homeland security information. Understanding terrorist organizations will
allow policymakers to fashion policies that build a legal framework, regional partnerships, and cooperation
among federal, state, and local agencies to present a united front against terrorism.

Major Initiatives

Enhance the analytic capabilities of the State Military Department as the key fusion cell for anti-
terrorism intelligence — The Governor of Louisiana has tasked the Louisiana Military Department with
overseeing the state function of homeland security. The Louisiana Military Department has the technical
skills in its force to create an intelligence fusion element to analyze and disseminate homeland security
information based on reports from law enforcement, Department of Defense, and federal and state
agencies involved in homeland security. The Military Department will have to hire some of their trained
analysts on a full-time basis to support this expansion of their role as the key provider of homeland
security analysis. The Military Department will also have to expand its communications capability to be
able to quickly disseminate classified information to those that need to take action.

Build new capabilities for Louisiana through the centralization of information analysis — Currently,
many agencies in Louisiana collect intelligence on threats in order to prevent criminal activity. This
information, however, is not centrally analyzed and catalogued with the purpose of determining future
terrorist activity and possible warnings of impending attacks. A centralized intelligence fusion cell is the
only way to ensure that indicators which may seem insignificant in one area are seen in the correct
perspective when analyzed with state-wide information and previous activity.

The vulnerability assessments, important in their own right, are also building blocks for a key homeland
security function that currently is not being performed: threat-vulnerability integration. Today, no
government entity is responsible for analyzing terrorist threats to Louisiana, mapping those threats
against our vulnerabilities, and taking protective action. Our law enforcement agencies focus on the
detection and disruption of each individual threat. The Division of Operations & Homeland Security,
informed by intelligence and information analysis and vulnerability assessments, would focus on longer-
term protective measures, such as the setting of priorities for critical infrastructure protection and “target
hardening.”

To perform this function, the Chief of the Division of Operations & Homeland Security would have broad
authority to access intelligence information, as well as other types
of information, relevant to the terrorist threat to our State. The
Division would also work with state and local law enforcement and
the private sector to leverage the critical homeland security
information in the possession of these entities.

} Homeland Security

Advisory System

In addition to transforming homeland security information into long-
term protective action, the Division of Operations & Homeland
Security would also turn the information into useful warnings. The
Division would serve as the primary provider of threat information to
local public safety agencies and to private sector owners of key
targets, thereby minimizing confusion, gaps and duplication. The
combination of these new capabilities within the Division of
Operations & Homeland Security and the enhanced capabilities of
our National Guard intelligence and law enforcement communities
would enable the state government to combat terrorism with
maximum effect.

High Risk of Temerist Atiacks
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Implement the Homeland Security Advisory System — The
Homeland Security Advisory System disseminates information
regarding the risk of terrorist acts to federal, state, and local
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authorities, the private sector and the American people. The Advisory System creates a common
vocabulary, context, and structure for the ongoing national discussion about the nature of the threats that
confront the homeland and the appropriate measures that should be taken in response. It seeks to inform
and facilitate decisions appropriate to different levels of government and to private citizens at home and
at work. The Division of Operations & Homeland Security would be responsible for managing the
Advisory System at the State level.

The Advisory System provides a national framework for public announcements of threat advisories and
alerts to notify law enforcement and state and local government officials of threats. They serve to inform
the public about government preparations, and to provide the public with the information necessary to
respond to the threat. The Advisory System characterizes appropriate levels of vigilance, preparedness,
and readiness in a series of graduated threat conditions. Each threat condition has corresponding
suggested measures to be taken in response. Such responses include increasing surveillance of critical
locations, preparing to execute contingency procedures, and closing public and government facilities.

Utilize Dual-Use Analysis to Prevent Attacks — Terrorists use equipment and materials to carry out
their criminal acts. Such equipment and material can include items such as fermenters, aerosol
generators, protective gear, antibiotics, and disease-causing agents. Many of these items are “dual-use”
items—they have not just terrorist applications, but also legitimate commercial applications, and can often
be bought on the open market. If suspect dual-use acquisitions are identified, cross-referenced with
intelligence and law enforcement databases, and mapped against threat analyses, the Louisiana
government’s ability to detect terrorist activities at the preparation stage will be enhanced. Therefore,
government of Louisiana, led by the Division of Operations & Homeland Security, will evaluate and study
mechanisms through which suspect purchases of dual-use equipment and materials can be reported and
analyzed.

Employ “red team” techniques — The Division of Operations & Homeland Security, working with
National Guard intelligence and federal, state and local law enforcement, would utilize “red team”
techniques to improve and focus our state’s defenses against terrorism. Applying homeland security
intelligence and information, the new Division would have certain employees responsible for viewing
Louisiana from the perspective of the terrorists, seeking to discern and predict the methods, means and
targets of the terrorists. The new Division would use its capabilities and analysis to learn how our
enemies think in order to set priorities for long-term protective action and “target hardening.” Employing
“red team” tactics, the new Division would seek to uncover weaknesses in the security measures at our
State’s critical infrastructure sectors during government-sponsored exercises.
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Border and Transportation Security

Historically, America has relied heavily on two vast oceans and two friendly neighbors for border
security, and on the private sector for most forms of domestic transportation security. The
increasing mobility and destructive potential of modern terrorism has required the United States
to rethink and rearrange fundamentally its systems for border and transportation security. Indeed,
we must now begin to conceive of border security and transportation security as fully integrated
requirements because our domestic transportation systems are intertwined inextricably with the
global transport infrastructure. Virtually every community in America is connected to the global
transportation network by the seaports, airports,
highways, pipelines, railroads, and waterways
that move people and goods into, within, and
out of the Nation. We therefore must promote
the efficient and reliable flow of people, goods,
and services across borders, while preventing
terrorists from using transportation conveyances
or systems to deliver implements of destruction.

Because of its geographical position and
cultural history, Louisiana is a particularly
important point of border and transportation
security. With enormous oil & petro-chemical
industry, road, rail, air and maritime
transportation infrastructure, and unique tourism
appeal, Louisiana presents significant security
challenges. A large volume of people and goods move through our state that presents a tempting
target to any terrorist.

State Vision

A close cooperation with the U.S. government, local government and private industry to
secure the transportation systems which link Louisiana to the world, preventing the entry
of terrorists and the instruments of terror while facilitating the legal flow of people, goods,
and services upon which our economy depends.

Major Initiatives

Information Sharing — Establish a systematic link between the State Office of Homeland
Security and Emergency Preparedness, local Parish Offices of Homeland Security and
Emergency Preparedness and the federal government in order to foster cooperation and timely
reporting of information.

Increase inter-governmental and inter-private industry cooperation to facilitate continuous threat
assessment, identification of critical vulnerabilities and ensure prompt flow of information and
resources to support border and transportation security.

RiverWatch — The United States Coast Guard, Louisiana Office of Homeland Security and
Emergency Preparedness and the Louisiana State Police have combined efforts to create the
Homeland Security River Watch Program. This program, like the Neighborhood Watch program,
is meant to inform, educate, and enlist the assistance of all persons who witness suspicious
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activities on Louisiana’s waterways. It provides information on what to look for and who to call
and is meant to cause uncertainty in the minds of potential terrorists and criminals.

Counter-Drug Program — The Louisiana National Guard is actively involved with the U. S.
Customs through the Guard’s Counter-Drug Program. The Louisiana National Guard provides
manpower and resources to help conduct searches & seizures of narcotics of suspicious vessels
and containerized cargo coming into the Louisiana Ports.
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Domestic Counterterrorism

The attacks of September 11 and the catastrophic loss of life and property that resulted have
redefined the mission of federal, state, and local law enforcement authorities. While law
enforcement agencies will continue to investigate and prosecute criminal activity, they should now
assign priority to preventing and interdicting terrorist activity within the United States.

Effectively reorienting law enforcement organizations to focus on counterterrorism objectives
requires decisive action in a number of areas. Many of the necessary steps have already been
taken, although additional work remains to be done before law enforcement agencies collectively
can pursue the counterterrorism mission with maximum effect. The federal and state
governments have already instituted initiatives that have increased information sharing and the
coordination of operations throughout the
law enforcement community. Not only
are the federal, state and local law
enforcement and U.S. intelligence
agencies communicating better with
each other, the entire law enforcement
and emergency management
community—international, federal, state,
and local—is now sharing more
information. In addition, law enforcement
agencies at all levels of government
have worked to enhance coordination of
their counterterrorism operational
activities so that our collective efforts
complement each other.

While the intelligence and law
enforcement communities have made
progress in the areas of information
sharing and  coordination,  major
shortcomings continue to exist in other
important areas. Our government’s ability
to identify key sources of funding for terrorist activity and the methods used to finance terrorist
operations remains inadequate. The U.S. government has not yet developed a satisfactory
system to analyze information in order to predict and assess the threat of a terrorist attack within
the United States. The federal government needs to do a better job of utilizing the distinct
capabilities of state and local law enforcement to prevent terrorism by giving them access, where
appropriate, to the information in our federal databases, and by utilizing state and local
information at the federal level. The FBI-led Joint Terrorism Task Forces, by including participants
from state and local law enforcement as well as federal agencies, draw on state and local
capabilities, and enhance intergovernmental coordination.

State Vision

We will redefine our law enforcement mission to focus on the prevention of all terrorist
acts within the United States, whether international or domestic in origin. We will use all
legal means— both traditional and non-traditional—to identify, halt, and, where
appropriate, prosecute terrorists. To achieve these aims, we will strengthen the
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coordination efforts in our law enforcement community and augment the scope and
guality of information available to all law enforcement entities. When we have identified
any suspected terrorist activities, we will then use all the tools in our legal arsenal,
including investigative, criminal, civil, immigration, and regulatory powers to stop those
who wish to do us harm.

Major Initiatives

Improve law enforcement coordination between federal, state and local law enforcement
agencies — The rapid flow of timely information is the biggest asset in the effort to facilitate the
apprehension of potential terrorists. Since a lot of this information must derive from international
and federal resources, the ability to receive, analyze and communication classified information
becomes a paramount consideration. Towards that goal, the first initiative was to establish a
Homeland Security Situation Center in the Office of Homeland Security and Emergency
Preparedness as the synchronization center for the receipt, analysis and transmission of
classified information.  Additionally, the development of secure, redundant and reliable
communications networks that link all law enforcement will be required. Finally, cooperative
initiatives among federal agencies, military department, law enforcement, and private entities will
be encouraged to facilitate innovative means to foster such cooperation. The Military Department
and the Department of Public Safety are in the process of already implementing this strategy.
The State Military Department will provide a terrorism analyst to work side-by-side with the
Louisiana State Police’s Intelligence section. The intelligence cell will be able to share data on a
daily basis and will also co-author a weekly terrorism summary.

Facilitate Apprehension of Potential Terrorists — In order to apprehend suspected terrorists
before they have the opportunity to execute their plans, we must ensure that law enforcement
officers are able to access information on suspected terrorists. Several initiatives are underway to
create fully accessible sources of information relating to suspected terrorists. First, the
Department of Justice has expanded and will continue to expand the data included in the FBI's
National Crime Information Center (NCIC) database, which is accessible to approximately
650,000 state and local law enforcement officers. The names and identifying information of
subjects of domestic and foreign terrorism investigations have already been entered into the
database. The Department of Justice is adding to the NCIC database the names of over 300,000
fugitive aliens in violation of final orders of deportation. In addition, the Attorney General has
directed the FBI to establish procedures with the Department of State to enable inclusion of data
from the TIPOFF System—which provides information on known or suspected terrorists to
immigration and consular officers—into the NCIC database. The ultimate objective of this effort is
to ensure that the “cop on the beat” has access to pertinent information regarding potential
terrorists.
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Protecting Critical Infrastructures
and Key Assets

Protecting Louisiana’s critical infrastructure and key assets is a formidable challenge. It is impossible to
protect completely all targets, all the time. On the other hand, we can help deter or deflect attacks, or
mitigate their effects, by making strategic improvements in protection and security. Thus, while we cannot
assume we will prevent all terrorist attacks, we can substantially reduce Louisiana’s vulnerability,
particularly to the most damaging attacks.

Protecting Louisiana’s critical infrastructure and key assets requires an unprecedented level of
cooperation throughout all levels of government-with private industry and institutions, and with the citizens
of Louisiana. The state government has the crucial task of fostering a collaborative environment, and
enabling all of these entities to work together to provide Louisiana the security it requires.

What must we protect?

The USA PATRIOT Act defines critical infrastructure as those “systems and assets, whether physical or
virtual, so vital to the United States that the incapacity or destruction of such systems and assets would
have a debilitating impact on security, national economic security, national public health or safety, or any
combination of
those matters.”
Louisiana
possesses critical
infrastructures that
are particularly
important because
of the functions or
services they
provide to our
country.

Louisiana’s critical
infrastructure

encompasses a
large number of
sectors. Our
agriculture,  food,
and water sectors,
along with the
public health and

emergency
services  sectors,
provide the

essential goods and services which Louisiana citizens need to survive. Our institutions of government,
both state and local, guarantee our security and freedom, and administer key public functions. Our
defense industrial base provides essential capabilities to help safeguard our population from external
threats. Our information and telecommunications sector enables economic productivity and growth, and is
particularly important because it connects and helps control many other infrastructure sectors. Our
energy, transportation, banking and finance, chemical industry, and postal and shipping sectors help
sustain our economy and touch the lives of Louisianans everyday.
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Critical Infrastructure Sectors

Agriculture

Food

Water

Public Health
Emergency Services
Government

Defense Industrial Base
Information and Telecommunications
Energy

Transportation

Banking and Finance
Chemical Industry
Postal and Shipping

The assets, functions, and systems within each critical infrastructure sector are not equally important. The
transportation sector is vital, but not every bridge is critical to the Louisiana as a whole. Accordingly, the
State Division of Homeland Security, along with State and Local Government, will apply a consistent
methodology to focus its effort on the highest priorities, and the state budget will differentiate resources
required for critical infrastructure protection from resources required for other important protection
activities. The Division will work closely with state and local governments to develop and apply compatible
approaches to ensure protection for critical assets, systems, and —
functions at all levels of society. For example, local schools, Ll by
courthouses, and bridges are critical to the communities they serve. [1"
k]

Protecting Louisiana’s critical infrastructure and key assets requires
more than just resources. The state government can use a broad
range of measures to help enable state, local, and private sector
entities to better protect the assets and infrastructures they control.
For example, the state government can create venues to share
information on infrastructure vulnerabilities and best-practice
solutions, or create a more effective means of providing specific and
useful threat information to non-federal entities in a timely fashion.

Key assets include symbols or historical attractions, such as
prominent national, state, or local monuments and icons. In some
cases, these include quasi-public symbol that are identified strongly
with the United States as a Nation, and fall completely under the
jurisdiction of state and local officials or even private foundations.
Key assets also include individual or localized facilities that deserve
special protection because of their destructive potential or their
value to the local community.

e L MR e e

Finally, certain high-profile events are strongly coupled to our
national symbols or national morale and deserve special protective
efforts by the federal government.
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State Vision

Louisiana will forge an unprecedented level of cooperation
throughout all levels of government, with private industry and
institutions, and with the Louisiana citizens to protect our critical
infrastructure and key assets from terrorist attack. Our state will
continue to take immediate and decisive action to protect assets and
systems that could be attacked with catastrophic consequences. We
will establish a single office within the Office of Emergency
Preparedness, The Division of Homeland Security, to work with the
federal departments and agencies, state and local governments, and
the private sector to implement a comprehensive national plan to
protect critical infrastructure and key assets. The state infrastructure
protection plan will organize the complementary efforts of
government and private institutions to raise security over the long
term to levels appropriate to each target’s vulnerability and
criticality. Louisiana will work to create an environment in which
state, local, and private entities can best protect the infrastructure
they control. The Division of Homeland Security will develop the best
modeling and simulation tools to understand how our increasingly
complex and connected infrastructures behave, and to shape
effective protection and response options. The Division of Homeland
Security will develop and coordinate implementation of tiered
protective measures that can be tailored to the target and rapidly
adjusted to the threat.

Major Initiatives

Unify Louisiana’s Infrastructure Protection Effort in the Division of Operations & Homeland
Security — Our state requires a single accountable office to ensure we address vulnerabilities that involve
more than one infrastructure sector or require action by more than one agency. Our state also requires a
single accountable office to assess threats and vulnerabilities comprehensively across all infrastructure
sectors to ensure we reduce the overall risk to our state, instead of inadvertently shifting risk from one
potential set of targets to another. Under this proposal, the Division of Operations & Homeland Security
will assume responsibility for integrating and coordinating state infrastructure protection responsibilities.
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State Government Organization to Protect Critical Infrastructure and Key Assets

Governor

Office of Homeland Security & Emergency Preparedness

Division of Operations & Homeland Security

Sector

Agriculture:

Food:

Meat and poultry

All other food products

Water:

Public Health:

Emergency Services:
Government:
Continuity of government
Continuity of operations

Defense Industrial Base:
Information and Telecommunications:
Energy:

Oil & Gas Production Infrastructure
Public Utilities

Transportation:

Banking and Finance:

Chemical Industry and Hazardous Materials:

Postal and Shipping:

State Lead Agency

Department of Agriculture
Department of Agriculture
Department of Health & Human Services
Department of Health & Human Services
Department of Health & Human Services
Office of Emergency Preparedness
Office of Emergency Preparedness
All departments and agencies
Louisiana Military Department
Division of Administration
Department of Natural Resources
Public Service Commission
Department of Transportation
Department of Insurance
Department of Environmental Quality

Department of Transportation
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